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Complex Insurance 
Claims – Understand 
and Work the Process
BY MICHAEL LOGIUDICE

With hurricane season underway, 
it is smart planning to 
understand how managing a 

complex insurance claim can get you 
back in business quickly. When you and 
your insurance company are on the same 
page and know what to expect from 
one another, missteps are avoided and 
payments can be made more quickly. In 
this article I will describe the anatomy 
of a typical complex insurance claim. By 
understanding what usually happens 
you can plan your activities to be ready 
for the requests, have systems set up to 
provide the information and be ready to 
work with your insurance company as a 
valued partner.

There are four phases to a complex 
insurance claim:

1.  Immediate Need (Critical)
2.  Information Gathering – Measuring Loss (Honeymoon)
3.  Analysis of Loss – Insurance Company’s Position (Hardening)
4.  Settlement

Knowing what happens during each phase will make it easier for you to obtain a 
fair and accurate settlement. Even with this understanding, it is still wise to obtain 
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professional help and guidance to keep from making 
mistakes during the process.

Immediate Need (Critical)

In the critical phase an infusion of cash is essential 
to keep your business running. Your main priorities 
are usually cleaning up, shoring up and assessing the 
damage. The insurance company will dispatch an adjuster 
to your loss site and use the adjuster to communicate 
to you any potential aspects of the loss it feels are not 
covered by your insurance policy. If there are no coverage 
issues, the adjuster will be empowered to make an 
immediate initial partial payment of the loss incurred to 
date. The adjuster will also be charged with reporting to 
the insurance company an estimate of the total loss. It 
is important to provide the adjuster with accurate factual 
information during this phase. Knowing when you will be 
back in business is usually a guess during this phase; it’s 
best to stick to the facts at this point. Don’t guess and 
don’t provide estimates unless you are certain you can 
meet them.

Information Gathering – Explaining Your Business 
(Honeymoon)

If the infusion of money from your insurance company is 
successful in keeping your business alive, you can enter 
an era of good feelings toward the insurer. I often refer 
to this as the honeymoon phase. During this time you 
may believe that there will be no serious issues and the 
claim will be settled easily, and this might be true. The 
insurance company will ask for information about your 
business and begin a detailed examination of your loss. 
You will be providing significant amounts of data to the 
insurance company. You will be explaining your business 
and your assessment of your loss, and the insurance 
company may be making additional partial payments to 
you. The insurance company is using the information and 
time to analyze and measure your loss from its viewpoint. 
You may not get any feedback from the insurance 
company during this phase. Their silence is not the same 
as agreeing with all the information you provided.

Analysis of Loss – Insurance Company’s  
Position (Hardening)

A hardening phase begins once the insurance company 
first shares with you its measurement of your loss. At 
this point the honeymoon is over. Now you know how 
much or how little the insurance company is willing 
to pay you for your loss. If the insurance company’s 
measurement of the value of your loss meets your 
expectations, the claim will proceed smoothly to the 
settlement phase. Sometimes the opposite is true. 
The insurance company’s measurement may be so 
low that you feel it did not understand your business 
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or does not believe your explanation of your loss. At 
this stage, getting the insurance company to increase 
its measurement of the value of your loss is difficult. 
The experts hired by the insurance company have 
already provided estimates of your loss and are 
invested in proving the accuracy of their opinions. The 
insurance company’s position has hardened. It takes 
facts, a skilled negotiator and very hard work to get 
the insurance company to increase the value of its 
measurement during this phase. 
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The hardening phase ends when there is no further 
movement on either party’s part. The insurance 
company stands pat with its number, and you stand pat 
at your number.

Settlement Phase

If your number and the insurance company’s number 
are within striking distance of one another, settlement 
discussions mark the beginning of the settlement phase. 
If there is a wide difference between the two numbers, 
there are several courses of action possible. Additional 
experts may be hired to revalue the loss or uncover new 
facts, which may lead to additional settlement talks. 
If settlement talks are not possible, attorneys can be 
hired to litigate. During the course of litigation various 
settlement talks can continue. If alternate dispute 
resolution procedures are proposed, it is important to 
keep in mind that insurance companies hire arbitrators 
many times throughout the year to settle insurance 
claims, and you may hire an arbitrator once or twice in a 
career to settle an insurance claim.

Final Thoughts

It is not uncommon for a complex insurance claim to take 
nine to 12 months to work its way from the date of loss to 
the date of final settlement. It is important to keep three 

Mr. LoGiudice is the managing director 
of Insurance and Litigation Support 
for CBIZ Valuation Group. Contact 
him directly at mlogiudice@cbiz.com 
(312.602.6682) or your local  
CBIZ MHM professional.

(Continued from page 2) things in mind. First, spend money for expenditures you 
believe to be covered by your insurance policy as if you are 
spending your own out-of-pocket money. The insurance 
company can ask for justification for everything you spend 
if it is not clear how it is related to your loss. Second, have 
and keep realistic expectations as to what the insurance 
company can do and provide. Finally, although your 
livelihood is on the line, find a strategy that lets you take a 
rational, objective view of what is happening between you 
and your insurance company. Try as much as possible to 
keep emotions out of the relationship.

Partnering with your insurance company is the best way 
to achieve a successful outcome to a complex claim. 
Although an insurance company makes more money 
when it settles a claim for less money, it still has an 
interest in providing good service and having happy 
customers. If you emphasize those things that unite you 
as opposed to those that divide you, finding ways to settle 
the differences becomes easier.
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BY LARRY ROSENBLUM, CATHERINE MAVROGEORGIS

The release of IRS Rev. Proc. 2017-30 made 
significant changes to the automatic accounting 
method changes originally listed in Rev. Proc. 2016-

29. The list of available accounting method changes 
is extensive, outlining various changes which apply to 
many industries, and due to its magnitude it easily can 
be overlooked. However, there are several accounting 
method changes that directly impact the commercial 
real estate industry and cannot be disregarded. These 
automatic accounting method changes (AAMC) work 
in line with the tangible property regulations and, 
beyond the steep penalties for noncompliance, possess 
substantial benefits for the real estate industry. 

AAMC #7 – Impermissible to Permissible Depreciation

This automatic accounting method change is a 
required method change under the tangible property 
regulations and can be applied in multiple situations 
where an impermissible depreciation method was 
used in previous years. In applying AAMC #7, the 
depreciation expense on the assets that previously used 
an impermissible method is recalculated based on the 
correct method. The resulting difference between the 
correct depreciation expense and the expense previously 
taken over the asset’s life is then accounted for on 
the current year return as either a negative or positive 
Section 481(A) adjustment. It is important to carefully 
assess fixed asset schedules to identify any assets 
that have not been properly depreciated, including the 
omission or misuse of special depreciation methods, 
and to make this automatic accounting method change 
when needed. To be in compliance this accounting 
method change should be used even if it will result in a 
positive Section 481(A) adjustment, which is additional 
income, in the current year.

Despite the possibility of a positive Section 481(A) 
adjustment, the Impermissible to Permissible 
Depreciation accounting method change can hold 
tremendous value for the real estate sector and should 
be considered during tax planning. Negative Section 
481(A) adjustments result in a current year ordinary 
deduction; this value can be tremendous when dealing 
with assets such as real estate. The most valuable 
application of this method change and the related 

Negative Section 481(A) adjustment is through its 
integration with cost segregation studies.

There is a common misconception that cost segregation 
studies need to be completed the year the building is 
placed in service. As a result of this accounting method 
change, entities are allowed to undergo “look back” 
cost segregation studies and “catch up” on any missed 
depreciation benefits not claimed in prior tax years via a 
negative Section 481(A) adjustment.

One of the biggest benefits of cost segregation studies, 
regardless of when they are performed, is the increase 
in cash flow they generate by maximizing depreciation 
deductions and deferring income taxes. By combining the 
inherent benefits of cost segregation with the “catch-up” 
section 481(A) adjustment generated via a “look back” 
study, the initial year deduction for a real estate owner 

(Continued on page 4)

Automatic Accounting Method Changes: 
Compliance and the Hidden Tax 
Opportunities for Real Estate Owners
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(Continued from page 4)

can be remarkable. From a tax planning standpoint this 
is a tremendous tool, which should be considered for 
any real estate owners who have not previously had a 
cost segregation study completed, particularly if they are 
anticipating substantial income in the current year.    

AAMC #184 – Change to Deducting Repairs and 
Maintenance Costs, Capitalizing Improvements and 
Unit of Property

This automatic accounting method change is a required 
method change under the tangible property regulations 
and contains several intertwined components that 
relate to real estate owners. The most important thing 
to remember in applying this method change, beside 
the fact the accounting method change is not optional, 
is that it is a “look back.” The determination to expense 
or capitalize must be based on the capitalization and 
improvement rules as they apply to the unit of property 
based on the Final Tangible Property Regulations §1.162-4 
and §1.263(a)-3(p). In applying this method change it is 
important to reconsider assets and previous expenditures, 
based on the final tangible property regulations (TPRs) 
and the related unit of property, to determine whether 
any items that were previously expensed or capitalized 
need to be reclassified. Similar to AAMC #7, the 
difference between what was previously deducted and 
the recalculated deduction is accounted for as either a 
negative or positive Section 481(A) adjustment.

The application of this accounting method change 
requires a solid understanding of the final tangible 
property regulations and can be rather time 
consuming. However, compliance is not optional and 
the proper implementation of this accounting method 
change can result in a tremendous benefit to the 
real estate sector. Prior to the implementation of the 
tangible property regulations, it was very common 
to see an over capitalization of expenditures. When 
applied to commercial real estate, these capitalized 
items were often classified as 39-year assets. Under 
the tangible property regulations, to be capitalized an 
“improvement” must result in a betterment, restoration 
or adaptation to the Unit-of-Property as a whole. 
Under the TPRs, a building and all of its structural 
components are defined as a single Unit-of-Property, 
and when many of these previously capitalized assets 
are reassessed using the revised definitions outlined in 
the final TPRs, they often do not meet the criteria of a 
capitalized improvement asset. They should instead be 
reclassified and expensed as repairs.

By applying for this accounting method change, the 
remaining net book value of an asset that was previously 
capitalized but has been determined to be a repair under 

the TPR definitions would be a negative Section 481(A) 
adjustment. This would result in an immediate ordinary 
loss by disposing of the repair that was incorrectly treated 
as a capital asset on the current year return. When utilized 
correctly, the proper application of these theories through 
the implementation of AAMC #184 has the potential to 
provide significant tax-planning opportunities and savings.

Compliance and Other Considerations

When considering the applicability of these method 
changes, it is important to remember that both AAMC 
#7 and AAMC #184 are required accounting method 
changes. As a result, compliance is mandatory. 
That being said, because they are both “automatic” 
accounting method changes, there is no fee required 
for applying for the changes with Form 3115. These 
accounting method changes are related to the tangible 
property regulations, so the statute is governed by the 
“asset class life” rather than the standard three-year 
statute. For assets that were expensed but should have 
been capitalized (which can be corrected with the filing 
of a Form 3115 for AAMC #184) the class life that would 
have been assigned to that asset is used as the statute. 
If an audit is conducted and there is noncompliance 
with the TPRs and these accounting method changes, 
the IRS has the ability to disallow you from expensing 
or continuing to depreciate any items that it determines 
are noncompliant. In addition to the possibility of losing 
these future deductions, noncompliance in this area 
comes with significant taxpayer and preparer penalties 
that could be assessed if audited.

Due to the need for compliance and the potential benefits 
available, it is crucial that real estate owners start 
considering the applicability of the automatic accounting 
method changes #7 and #184. In implementing these 
accounting method changes, it is imperative that you 
have a solid understanding of the tangible property 
regulations and the proper procedures, including 
confirming that a safe harbor Form 3115 was previously 
filed, in preparing and filing Form 3115.

If you have any questions regarding these  
accounting method changes or their interaction with 
the tangible property regulations or cost segregation, 
contact Catherine Mavrogeorgis (561.922.5109),  
Larry Rosenblum (561.922.3006) or your local CBIZ 
MHM professional.
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BY MARK MCCARTHY

 In a world of constant expansion and development, 
construction is inevitable, and values recorded by the 
Census Bureau indicate that it is currently booming. In 

2016 alone, cumulative U.S. construction project spends 
reached $1.1 trillion, the highest recorded amount 
since 2006. With increased construction spends comes 
increased risk. Knowing the four major risk areas you 
face as a construction owner can help you manage your 
upcoming projects and prevent overpaying.

Contract Language

The biggest risk to an owner lies 
in the contract itself. Too often 
construction contracts are 
muddied with unclear language 
that makes it difficult to 
determine reimbursable project 
costs. For example, if a contract’s 
intent is not clearly stated, a 
project owner might assume the 
project is cost-reimbursable, while 
a contractor assumes the contract 
is lump sum. In the case of one 
academic institution, this lack of contract 
clarity resulted in a $2 million discrepancy 
in addition to costly legal expenses. Draft your 
contracts using clear, transparent language so that every 
party knows exactly which costs will be reimbursed. One 
way to avoid confusion is to write clauses and provisions 
so that even someone unfamiliar with the project could 
easily understand the reimbursable costs.

Labor Rates

Every contract should detail the reimbursable labor rate 
costs associated with your contractor and subcontractors. 
Before you break ground, it is important to review each 
of these labor rates to make sure they align with the 
provisions included in your initial contract. When labor 
rates are reviewed and approved up front, all parties are 
aware of the rates that will be billed on the project which 
reduces the likelihood of future disagreements. This 
strategy saved one company nearly $600,000 because 
they determined upfront their subcontractor labor rates 
were too high when compared against industry averages 
and local union agreements.

Change Orders

With any major construction project comes surprises 
that can increase the scope of work. If additional work 
requires you to deviate from your original plan, a change 
order will be needed. It is important to carefully review 
every change order to understand why the change is 
necessary and confirm that the pricing is fair to both the 
contractor and project owner. For example, a change 
order might include certain line items more than once or 

list labor rates at a few dollars higher than industry 
average. For one academic institution, labor 

rates that were $6 higher than average 
when multiplied by thousands of hours 

of work resulted in over $500,000 in 
overstated charges.

Insurance and Bond Costs

Today, many large contractors use 
complex self-insured insurance 
and bonding programs. As a 
project owner you should fully 

understand the costs and potential 
risks related to these programs. 

For example, if a performance and 
payment bond rate is inflated by 0.1% on 

a multi-million dollar project, the identified 
credit could result in thousands. Ensure you are 

only paying for insurance coverage and limits you have 
specified in your contract. Carefully review your insurance 
coverage and costs to guarantee adequate coverage 
while also mitigating the risk of over-billings.

Bottom Line – Knowledge Is Peace of Mind

Understanding the major risk areas you face prior to 
beginning your next construction project will help you 
manage risk from inception to completion. At a minimum, 
you need to execute clear contracts that consider pricing 
of labor rates, changes in the work and insurance costs to 
help you stay within budget.

Four Major Risks 
Construction Owners Face 

For additional information you may 
contact Mark McCarthy (mmccarthy@
cbiz.com or 617.761.0627) or your local 
CBIZ MHM professional.
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BY NATHAN SMITH

The IRS will begin a new way of auditing partnerships 
and LLCs treated as partnerships for tax years 
beginning after December 31, 2017. Preemptive 

actions to protect the interests of real estate businesses 
and owners must be considered, and partnership 
agreements may need to be amended.

Partnerships are pervasive in the real estate sector. 
Multiple development projects by the same enterprise are 
commonly housed in standalone partnership structures 
to compartmentalize liability risks for each project, as well 
as to facilitate varying availability of capital and financing. 
Flexibility provided by partnerships to accommodate 
imaginative profit-sharing strategies with a single layer of 
tax also makes them popular. The number of partnerships 
and flexibility they permit in creating complex ownership 
structures (across all industries) has changed the 
historical perspective on the IRS audit selection process.

History of Audit Process

Since 1982, the IRS has audited partnerships in one of 
three ways. Examinations of partnerships with 10 or fewer 
eligible partners were usually conducted by separate 
audits of the partnership and each partner. Examinations 

of partnerships with more than 10 partners and 
partnerships with any ineligible partner were conducted 
under the TEFRA unified audit procedures (TEFRA), where 
adjustments are unified and binding on the partners. 
Lastly, partnerships with 100 or more partners could 
elect to be electing large partnerships (ELP) for which 
any audit adjustments were treated on a unified basis 
and reflected on the partners’ current year return. In any 
of these three ways to audit a partnership, refunds or 
payments that result from any examination adjustments 
generally were paid to or collected from the affected 
partners (with certain exceptions for ELPs).

The Bipartisan Budget Act of 2015 repealed TEFRA and 
the special rules relating to ELPs. It created new audit 
procedures that apply to all partnerships that assess 
and collect underpaid taxes, penalties and interest at the 
partnership level. Partnerships have several alternative 
strategies that can mitigate or eliminate a payment 
liability at the partnership level, shifting the impact 
of examination adjustments to the partners. Further, 
partnerships with 100 or fewer qualifying partners may 
opt out of the new rules by making an annual election to 
require audits of the individual partners.

New IRS Audit Rules for Partnerships 
to Affect Real Estate Sector

(Continued on page 8)
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(Continued from page 7)

Need for Preemptive Action

The availability of these alternatives and the practical 
ability to take advantage of them are two different 
matters. Existing partnership agreements do not 
provide a framework to implement the new rules, nor 
do they provide for options to mitigate the costs of 
tax deficiencies. Once an exam begins, partners will 
have limited time to deliberate over elections and 
modification procedures. Many preferred audit strategies 
may require cooperation from the partners and funding 
tax deficiencies may require specific agreements among 
the partners.

Real estate partnerships often focus on a horizon to 
realize development or investment holding potential. 
An IRS audit that occurs subsequent to this horizon 
will take place with no partners remaining, and default 
rules could pass the buck for all examination changes 
to the last-man-standing partner group. Changing this 
result may prove challenging, particularly when there are 
predecessor partners to the last-man-standing group.

For all of these reasons and more, every partnership will 
likely need to amend its partnership agreement to provide 
for the necessary framework and strategy to implement 
the new rules.

Summary of Key Changes

Under the new law, partnerships designate a 
partnership representative. The partnership’s 
representative will have the sole authority to act on 
behalf of the partnership and will be the only person 
who receives notice of key audit stages from the IRS. 
Actions taken by the partnership representative are 
binding for partnerships and their partners, and by any 
final decision in a proceeding brought under the new 
rules with respect to the partnership.

Assessment and collection of any taxes, interest and 
penalties relating to an exam adjustment (imputed 
underpayment) will be applied at the partnership level 
by default. The imputed underpayment is generally 
determined by netting adjustments of a similar character 
and multiplying the netted positive amounts by the 
highest rate of tax in effect for the year being audited. 
Although the adjustments are netted with respect to 
character, the highest tax rate (currently 39.6 percent) 
applies to any positive adjustment regardless of its 
character as capital or ordinary in nature. Netted 
non-positive amounts (favorable adjustments) do not 
result in refunds and cannot offset netted positive 
amounts; instead, they are taken into account as income 
adjustments on the partnership’s tax return for the year 
during which the exam concludes.

The partnership’s liability for the imputed underpayment 
can be modified in several ways. Partnerships can 
request that the IRS use a lower rate to compute the 
imputed underpayment to the extent the partnership 
demonstrates to the IRS that adjustments are allocable 
to partners subject to a lower maximum tax rate than 
is applied by default. The partnership also can request 
that the IRS reduce the partnership’s liability for the 
imputed underpayment to the extent the partnership 
demonstrates affected partners capture adjustments 
on amended return filings or incorporate adjustments 
“pushed out” to such partners.

Opt-Out Election

A partnership can elect to opt out of the new rules for 
a tax year if during that tax year it issues 100 or fewer 
Schedule K-1s, has only eligible partners at all times 
and meets the procedural requirements for making the 
election. An opt-out election subjects the partnership 
and the partners to separate audits of the partnership 
and each individual partner. Eligible partners for 
purposes of the opt-out election are any partners who 
are not themselves partnerships, trusts, disregarded 
entities, nominees and estates that do not belong to 
former partners. For partnerships with S corporation 
owners, the number of Schedule K-1s issued by the S 
corporation partner to its shareholders, in addition to 
the S corporation’s K-1, count toward the “100 or fewer 
Schedule K-1s” requirement.

Observations

The imputed underpayment paid by the partnership 
puts the economic burden of a prior year tax adjustment 
on the current partners of the partnership, regardless 
of whether the current partners are the same as the 
partners in the reviewed year. Certain modification 
strategies can be used, but they may disadvantage 
reviewed year partners in favor of the current partners 
or vice versa. Considering the level of authority that 
the partnership representative has to unilaterally make 
these choices with the IRS, the partnership agreement 
should specifically address these issues. Provisions 
in a revised partnership agreement can be used to 
document agreement among the partners for the pre-
arranged plan to balance their competing interests 
and ensure the partnership representative will take the 
actions desired by the partners.

If you have questions or would like 
additional information, contact 
Nate Smith (nsmith@cbiz.com or 
727.572.1400) or your local CBIZ 
MHM professional.
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BY ALLAN KLOSE

As many industries scramble to fully grasp the 
implications of the new revenue recognition 
standard, it is important for those who work within 

the commercial real estate (CRE) sector to understand 
that they, too, should be thinking about this upcoming 
change to the accounting rules. 

The Financial Accounting Standard Board (FASB) issued 
ASC Topic 606, Revenue from Contracts with Customers, 
in 2014 and its effective date is quickly approaching. 
For public entities, the standard is applicable for annual 
reporting periods beginning after December 15, 2017. 
For nonpublic entities, the standard gives one additional 
year with an effective date for annual reporting periods 
beginning after December 15, 2018 (calendar 2019). 

The new revenue recognition rules in ASC Topic 606 will 
likely result in differences that impact both timing and 
amount of revenue (and costs) that get recognized, as 
well as economic behavior within the sector.

A Deeper Dive into Revenue Recognition

ASC Topic 606 presents a five-step model for revenue 
recognition:

1.  Identify the contract with the customer.
2.  Identify the performance obligations in the 

contract.
3.  Determine the transaction price.
4.  Allocate the transaction price to the performance 

obligations in the contract.
5.  Recognize revenue when the entity satisfies a 

performance obligation.

To identify if you have a contract with a customer 
you must first determine if your transaction is with a 
customer. ASC Topic 606 defines a customer as “a 
party that has contracted with an entity to obtain goods 
or services that are an output of the entity’s ordinary 
activities in exchange for consideration.”

Similar real estate assets can be sold, and in one instance 
the buyer could be a customer, and in yet another 
instance the buyer would not be a customer. A very basic 
example would be a CRE developer that builds and sells 

an industrial warehouse to a manufacturing company. 
The CRE developer’s ordinary business is to develop real 
estate assets and, accordingly, the manufacturer is a 
customer. Let’s now assume that several years later this 
same manufacturer is relocating and it sells the warehouse 
to another entity. In this case, the manufacturer is not 
ordinarily engaged in the business of developing and 
selling real estate, thus the new buyer is not a customer.

The distinction between customer and non-customer 
determines which set of rules must be followed to 
recognize revenue. If you have a transaction with a 
customer, ASC Topic 606 applies. If you enter into a 
transaction with a non-customer, the accounting for the 
transaction may be dictated by ASC Topic 610-20, Other 
Income – Gains and Losses, or potentially ASC Topic 810-
10, Consolidation. Although ASC Topic 610-20 refers back 
to ASC Topic 606 for certain steps, it does not include all of 
the same criteria as ASC Topic 606. If the real estate sold 
constitutes a group of assets that would be defined as a 
business activity, ASC Topic 810-10 may apply. 

However, it should be noted that with the recent 
issuance of FASB ASU 2017-01, Business Combinations 
– Clarifying the Definition of a Business, you should 
expect to see a decrease in the number of real estate 
transactions that fall into the ASC Topic 810-10 
accounting requirements.

The example above for determining whether you have 
a customer is relatively clear; however, defining your 
customer can be a challenge. For example, consider real 
estate fund managers. The fund manager earns fees, but 
who is their customer? Is the customer the real estate 
fund itself or the actual investor(s) within the fund? 
Unfortunately, the answer is, it depends. The structure 
of the fund and the fund management agreements 
would need to be closely reviewed to determine which 
party is truly the customer. Additionally, any side-letter 
arrangements could also impact this determination. 

Applying the New Revenue Recognition Model

Assuming you determine that you are in fact entering into 
a transaction with a customer, Step 1 of the new revenue 
recognition model requires you to determine if you have 

Brace for Impact: How Commercial 
Real Estate Can Prepare for
Revenue Recognition Changes

(Continued on page 10)
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a true contract that meets the accounting definition of 
a contract. To meet the definition of a contract under 
ASC Topic 606 an entity must be able to support that 
collectability of the consideration is probable. Under the 
current accounting guidance, terms such as “buyer’s 
initial investment,” “buyer’s continuing investment” and 
“seller’s continuing involvement” have become well 
known as key points for consideration when determining 
if a real estate transaction meets the criteria for a sale.

The current accounting guidance provides very 
prescriptive rules that dictate the timing and amounts of 
revenue to recognize when encountering these situations. 
However, under ASC Topic 606, those rules have been 
eliminated and judgment must be applied to determine 
if collectability is probable. This will be a significant issue 
within the CRE industry, and entities should be preparing 
now for the judgments they will need to make upon 
adoption of the standard. Ultimately, if it is determined 
that you do not have a contract, all consideration received 
would be recorded as a liability until one of the following 
two conditions is met:

1.  The entity has no remaining obligations to 
transfer goods or services to the customer and 
substantially all of the consideration promised 
by the customer has been received by the entity 
and is nonrefundable, or the contract has been 
terminated and the consideration received from 
the customer is nonrefundable; or

2.  The consideration received is nonrefundable and 
for goods and services the entity has already 
transferred, the entity has stopped transferring 
goods or services and has no remaining obligation 
under the contract to transfer additional goods 
and services.

Step 2 of the new revenue recognition model requires 
an entity to identify all the performance obligations 
within the contract. A performance obligation is 
simply the promises made within the contract. Most 
performance obligations are clearly identified goods 
or services that will be delivered under the terms 
of the contract. It is not uncommon within the real 
estate sector for a single contract to have multiple 
performance obligations. For example, a single contract 
may include property development, asset management 
and maintenance services. Another example could be 
an obligation to construct amenities in addition to the 
primary assets or complete infrastructure development. 
If the real estate entity provides extended warranties, it 
is possible that these could be separate performance 
obligations that could impact the time period for 
recognition of revenues.

Step 3 of the new revenue recognition model requires 
the determination of the transaction price. For most 
real estate entities the terms of the contract will clearly 
identify a fixed price. However, ASC Topic 606 requires 
an entity to include variable consideration within the 
transaction price. Some common examples of variable 
consideration include performance bonuses, shared 
savings arrangements and performance-based property 
management fees. 

Under current accounting guidance, the variable 
consideration would not be recognized until all 
performance conditions have been satisfied. However, 
ASC Topic 606 requires that the variable consideration 
be estimated and recognized throughout the contract 
term. This means that it is possible that revenue could 
be recognized earlier under ASC Topic 606 than under 
previous guidance. 

(Continued from page 9)
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Step 4 of the revenue recognition model requires an 
entity to allocate the transaction price determined in Step 
3 to each of the performance obligations identified in 
Step 2. The allocation should be based upon the amount 
of consideration the entity would be entitled to for the 
specific goods or services provided to the customers. This 
is generally accomplished by allocating the transaction 
price based upon the standalone selling prices for each 
of the performance obligations within the contract.

Step 5 of the revenue recognition model is to actually 
recognize the revenue upon the fulfillment of a 
performance obligation. This is accomplished using one 
of two methods:

1.  Record revenue over the period of time that control 
is transferred; or

2.  Recognize revenue at a specific point in time when 
the customer obtains control over the promised 
goods or benefits from the services provided.  

In order to recognize revenue over time, the goods or 
services must meet one of three criteria:

1.  The customer has a right to the benefits provided 
by the contract as the provider of the good or 
service fulfills the contract;

If you have questions or require 
some assistance implementing ASC 
Topic 606 within your organization, 
do not hesitate to contact Allan 
Klose (aklose@cbiz.com or 
602.264.6835) or your local CBIZ 
MHM professional.

2.  The entity providing the good or service modifies 
an asset (work-in-progress) that the customer 
controls; or

3.  The providing entity does not have an alternate 
use for the asset being created or transferred, 
and it has a right to payment for the work already 
completed.

Don’t Delay Revenue Recognition Implementation

Hopefully by now you are noticing that ASC Topic 606 will 
require a significant amount of judgment. Entities should 
be analyzing their current contacts and business practices 
to determine what impact the new revenue recognition 
standard will have on their financial reporting. Different 
judgments could be modeled now to determine which 
judgments most accurately present the entity’s financial 
statements. Additionally, this will allow time for entities 
to adjust future contracts as necessary to avoid any 
unintended consequence upon adoption of ASC Topic 606. 

(Continued from page 9)

4 Steps to Beat 
Ransomware 
and Other Cyber 
Attacks
 In May 2017 a ransomware attack later named 

“WannaCry” hit more than 200,000 computers across 
the globe. In the weeks after, business leaders hurried 

to evaluate their own cybersecurity strategies for inclusion 
of protective measures against ransomware attacks. After 
all, the WannaCry attack seized critical data that rendered 
nearly 20 percent of hospitals in the United Kingdom 
unable to care for their patients.

The nature of the WannaCry attack is unique, but 
ransomware itself is not. Ransomware’s ability to 
affect operations can wreak havoc on a company’s 

infrastructure, reputation and finances. Having proactive 
safeguards in place could have protected companies 
and their leadership from falling victim to the effects of 
WannaCry in the first place.

What is Ransomware?

Ransomware is a sophisticated piece of malware, or 
malicious software that is intended to damage or disable 
a computer system. It takes the malware a step further, 
blocking the victim’s access to their system or files 
until they pay a ransom to regain access. Usually these 
ransom payments have a time-limit before the ransom 
will increase or the data will be destroyed. Because 
ransomware features unbreakable encryption, individual 
users typically can’t decrypt the files on their own.

The information technology community recognizes 
ransomware attacks as early as 1989, when the “AIDS 
Information Introductory Diskette” was distributed to a 
select group of people by Dr. Joseph Popp. The floppy disk 
counted each time the computer was booted until the 
count reached 90 and then encrypted files to render the 
system unusable until a renewal license was purchased 

(Continued on page 12)
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from PC Cyborg Corporation. Historically, ransomware 
attacks like the AIDS Info Disk required some element 
of human interaction to set the malware in motion. This 
could occur from downloading software from a floppy 
disk or in more recent years, clicking a corrupt link in your 
email or downloading a corrupt file from the internet.

What makes WannaCry so interesting is that it didn’t 
rely on users making a mistake in order to become 
successful. The attack was a worm that spread itself to 
random IP addresses exploiting a Windows vulnerability 
for which Microsoft released a patch for in March. Worms 
were very successful in the early days of the internet, 
and WannaCry demonstrates that hackers are constantly 
reinventing their methods to stay one step ahead—even 
if it means returning to formerly successful strategies 
that users no longer think to protect themselves against. 
If hackers are evolving, shouldn’t companies evolve how 
they consider cybersecurity?

Proactive Protection is Key

Many companies evaluate their cybersecurity policies 
semi-regularly, but it is often in response to the release 
of a major threat like WannaCry. Taking steps to update 
cybersecurity policies to address a specific attack can 
help your company protect itself from a future attack of 
a similar nature. However, looking backward at history 
to develop your strategy doesn’t necessarily account for 
future attacks with unique, never-before-seen execution 
methods. Taking the following four steps will help you 
create and implement a clear, holistic cybersecurity 
strategy that should be able to work in multiple situations.

Step 1: Create Cybersecurity Procedures and Controls

Cybersecurity is focused on protecting the digital access 
points of data, such as computers, smart phones, 
networks and servers. At a minimum, business leaders 
need to understand what assets are most valuable to 
their company, where they are supposed to reside, where 
they actually reside, who touches them and how access 
to them is managed. Putting together formal internal 
policies, procedures and controls can help your company 
protect its valuable assets, saving money, data and 
reputation in the long run.

Each company has a unique infrastructure, so 
cybersecurity procedures will range in size and complexity. 
Ideally, companies should tailor their documented 
policies, procedures and controls to their business and 
review and test them regularly. Typical internal policy 
documents address industry compliance requirements 
(if applicable), infrastructure (systems to guard data), 
procedures and responsibilities for implementation, 
maintenance and incident response. Internal policies, 

procedures and controls should address vulnerabilities on 
different types of attack vectors because the strategies of 
hackers keep changing. If protection against malware is a 
concern, policies, procedures and controls for backing up 
data and updating security patches on devices should be 
included.

Step 2: Train Your Users

Once cybersecurity internal policies and procedures are 
documented, it is important for business leaders to share 
those with their company’s users. Studies have shown 
that up to 30 percent of data breaches are related to 
negligent employees or contractors accidentally releasing 
private data. And while WannaCry didn’t rely on the 
human factor, many malware attacks use phishing to 
exploit users.

At a minimum, users need to understand what their 
company’s cybersecurity policies and procedures contain. 
What best practices should they be incorporating into 
their day-to-day work habits? Who are the key personnel 
tasked with cybersecurity? Even with effective training 
in place, companies should anticipate that an incident 
might still occur—by user mistake or otherwise. Training 
users on what they need to do when an incident occurs 
is another critical component to maintaining security. 
What should they do if they receive a malicious email? 
Who should they contact if their physical device is 
compromised?

Training should also occur at the senior management and 
board level. Board members, officers and directors should 
periodically review internal cybersecurity policies and 
procedures and document training on the latest industry 
threats, best practices, and cyber insurance. Not only 
will the training help executives manage their oversight 

(Continued from page 11)
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of cyber risk, but it also provides a layer of protection 
against personal liability. After a cyber incident occurs, 
executives could become vulnerable to litigation over 
allegations that management had a lack of oversight. 
Documentation can help provide a stronger defense.

Step 3: Cover Yourself with Cyber Liability Insurance

Even with well-documented and tested procedures and 
a team of highly trained users, your company may fall 
victim to cybercrime. You can limit your financial, legal 
and reputational damage by obtaining the coverage of a 
cyber liability insurance policy. The insurance addresses 
two critical risks: first, the liability risk to your business if 
sensitive client or employee information is compromised 
and second, the substantial cost of notifying clients 
that their information has been compromised, credit 
monitoring, fines, legal fees and forensics. The average 
cost per stolen record can run anywhere from $158 to 
$355 depending on the industry class.

Cyber liability insurance policies include a variety of 
coverage options and can vary from policy to policy. If you 
already have a cyber insurance policy in place, evaluate 
the coverage areas that are included and any limitations. 
Your existing policy may not include provisions that cover 
your company against ransomware attacks or require 
data or portable media devices be encrypted. Once you 
have an insurance policy in place and are comfortable 
with its coverage, update your documented cybersecurity 
procedures to account for any insurance policy 
requirements in the event of an incident. If, for example, 
certain vendors need to be used or certain parties need 
to be notified, this should be documented in your overall 
cybersecurity strategy.

Step 4: Prepare to Respond When an Incident Occurs

While a cyber liability insurance policy is a critical 
component of responding to an incident, it cannot fully 
return your company to normal operations. Creating and 
implementing an incident response and recovery 
plan guides your employees and stakeholders on what 
to do if the worst case scenario occurs. All incident 
response plans should include the key team members 
tasked with remediation, communication procedures, 
critical systems and any potential workarounds that can 
keep operations functioning, and an estimated recovery 
timeline to contain a breach. Documenting a decision-

making process as part of the incident response plan will 
increase the likelihood that your company can act quickly 
and meet recovery deadlines.

State and federal breach notification laws should be 
considered when drafting your incident response plan. 
Compliance will be important, and you will need to plan 
for the timing and cost associated with it. Revisiting 
your company’s cyber liability insurance policy during 
the drafting process is critical as well. Your policy might 
require certain notification procedures be implemented, 
and it will be important to include those contacts in 
your overall incident response plan. Understanding 
and completing what your policy requires you to do will 
increase the probability that the policy will cover you.

Holistic Strategies Withstand the Test of Time

Your primary objective when designing your cybersecurity 
strategy is to identify the critical areas that require 
protection and put the steps in place to protect them 
regardless of the attack vector. Since threats to your 
organization will constantly evolve, having dynamic 
cybersecurity policies and an incident response plan 
in place helps your company prepare to minimize the 
impact of disruptive situations. Including every possible 
scenario will most likely result in a complex document 
that isn’t practical when employees need to act quickly. 
Focusing too narrowly on specific incidents could hinder 
your company’s ability to respond. The key is to not 
overcomplicate the context. Account for critical systems, 
places, people and procedures, and your strategy should 
apply to multiple situations. To add additional safeguards, 
consider obtaining a cyber liability insurance policy. 
Review everything annually to account for any changes to 
your business or the risk landscape.

Related articles:

n Lessons Learned from Cyber Incidents in 2016
n Cyber Risk: Now It IS Daily News
n  Cybersecurity: Why your Business Needs 

Prevention and Protection Measures in Place

Information on cyber coverage:  
http://bit.ly/CBIZcybercoverage 

Information on cybersecurity risk management:  
http://bit.ly/CyberRiskAdvisory 

DISCLAIMER: This publication is distributed with the understanding that CBIZ is not rendering legal, accounting or other professional 
advice. This information is general in nature and may be affected by changes in law or in the interpretation of such laws. The reader 
is advised to contact a professional prior to taking any action based upon this information. CBIZ assumes no liability whatsoever in 
connection with the use of this information and assumes no obligation to inform the reader of any changes in laws or other factors that 
could affect the information contained herein. 
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