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CBIZ’s Real Estate practice is 
uniquely positioned to help you 
minimize risk and capitalize on 
market opportunities.

We work with owners, managers, 
operators and investors, as well as 
commercial real estate developers 
and partnerships in all of the major 
CRE sectors: retail, office, hotel, 
multi-family, shopping centers and 
real estate investment trusts.
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BY MIKE AQUINO AND JAKE MCDONALD 

The current environment for real estate financing continues to 
be favorable for the right types of projects. Interest 
rates remain at relatively low levels, which is 

good for developers and owners. Private real 
estate investment capital is also 
increasing; U.S. levels are around 
$147 billion according to Preqin. 
At the same time, Preqin finds 
that deal volume has been lower 
than in 2016. Lower interest rates 
and high interest in real estate 
investments make for a perfect 
storm for real estate owners. 

With so many options, it will be critical 
for real estate owners to find the right capital 
stack for their projects. The key will be understanding 
the advantages and opportunities of each level of the capital 
stack and evaluating how they match up to your overall strategy. 

Senior Debt – Low Cost of Funds

If you have a long-term project, you may want to consider a capital stack that is 
significantly financed by senior debt. Costs of funds are at historical lows, and the 
banks are still hungry for deals. Now is the time to lock in interest rates for the long-
term on senior debt for real estate before the interest rate environment changes. 
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The actual price differentials may be minimal between the 
term sheets offered by banks, so look at other things that 
matter, such as the terms and conditions and the length of 
time until maturity. While you may get longer amortization 
periods, the term to maturity for commercial real estate is 
generally five to 10 years. Try to get the longest maturity 
possible. Also, most banks will only offer a floating rate, 
and they may also offer an interest rate hedge through 
an interest rate swap derivative. Real estate owners who 
hedged floating rate debt over the past decade paid for 
something they didn’t need as rates stayed extremely 
low, but you never know what the future holds. An interest 
rate increase is expected in December, and a new chair 
of the Federal Reserve will be taking over in early 2018. 
If economic activity begins to pick up with the proposed 
changes to the tax code and other initiatives coming out of 
Washington D.C., interest rates might increase. The extra 
cost of an interest rate swap would be worth your while if 
the base interest rates start to move up into the traditional 
range of 4 percent or more.

Mezzanine/Subordinated Debt – Filling the Gap

If there is a gap between the senior debt amount and the 
equity portion, then the developers/owners might want to 
consider mezzanine or subordinated debt. While this type 
of financing is more expensive than senior debt, it is less 
expensive than equity. The rates are in the low- to mid-
teens, depending on the property, project and cash flows. 
The devil is in the details.

Equity – Are You a One-Off Deal or a Program?

Probably the most important thing when finding equity 
for real estate is, are you looking for a single transaction 
or are you looking for a partner and building a program 
of multiple transactions? That one question will separate 
potential investors into different categories. For one-offs, 
it is all about that particular property. For a program, it 
is more about the management team and their strategy. 
Certain investors want specific types of real estate or 
projects while some want certain geographies and others 
are looking more to the numbers and the cash flows. All 
of them will want to know details about the exit strategy 
and what their options are if the program or one-off goes 
sideways. Most of the equity investors need to see the 
developers/owners have skin in the game of 5 to 10 
percent. There is no such thing as sweat equity, and the 
raw land alone doesn’t count for what it used to. 

If you have the details sorted out for your CRE project, the 
next step will be identifying interested investors. Once 
again, it’s the owner/developer’s market. Institutional 
investors have shown interest in the CRE market as 
projects tend to produce stable income and low risk. 

(Continued from page 1) Find the Fit for You

At the end of the day, your capital stack for a CRE project 
is unique to your circumstances, including the project 
and the level of risk you’re looking to take on. With the 
uncertainty over tax reform and expected interest rate 
hikes, now may be the perfect time for owners and 
developers to secure their financing for their next project. 

An experienced advisor may also be able to help with 
navigating the capital stack process. For comments or 
questions about capital stack financing, contact Jake 
McDonald (jwmcdonald@cbiz.com, 610.862.2202) or 
your local CBIZ advisor.

Mike Aquino
Philadelphia, PA

Jake McDonald
Philadelphia, PA

BY TONY CONSOLI, CBIZ INSURANCE SERVICES

Captive insurance companies are increasingly 
being considered as part of insurance and risk 
management practices. They hold benefits for 

companies across a range of industries, and may be 
of particular interest to the Commercial Real Estate 
sector. Companies managing everything from Class A 
office space to strip malls, health care REITs, industrial 
warehouses, and multi-door habitational enterprises are 
all exposed to traditional risks that can be easily funded 
into a captive. 

Risks such as workers compensation, general 
liability, and auto liability are common captive targets. 
Additionally, risks such as flood, windstorm, hail, 
earthquake, environmental liability, mold remediation, 

Actively Manage 
Your Risk with a 
Captive Insurance 
Company 

(Continued on page 3)
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Upcoming Webinars

A complete list of upcoming webinars  
can be found here.

Year-End Tax Planning 
for the Construction Industry

Presented Nov 14 | Recording Available Online
Construction companies have unique tax planning considerations  

and opportunities to lower their tax liability.

Individual Year-End Tax Planning 
Tips for 2017 and Beyond

Dec 7 | 1 – 2 p.m. CST
Featuring discussion of effective individual year-end strategies 

including interactions with trusts and estates,  
S corporations and other pass-through entities for  

optimal tax minimization for 2017 and beyond.

Executive Education Series: Eye on Washington –  
Quarterly Business Tax Update (webinar)

Feb 8 | 1 – 2 p.m. CST
Administrative, legislative and judicial updates emerge  

from Washington each quarter that may affect your business.  
These quarterly webinars provide insight to help prepare you  

for the tax developments of the most interest to you,  
your business and other interested stakeholders.

Eye on Washington:  
Your Source for Tax Developments 

Featuring trending tax topics and related issues, and the 
discussions that surround them. Current discussions:

n The House Releases Tax Bill: One Step Toward Tax Reform?
n Congress Passes Budget Setting the Stage for Tax Reform
n  Trump Administration and Republican Leadership Release  

Tax Reform Framework

Modifications to the Affordable Care Act
A review of the Executive Orders modifying the ACA,  

authored by Karen R. McLeese, Vice President of  
Employee Benefit Regulatory Affairs for CBIZ Benefits &  

Insurance Services, Inc., a division of CBIZ, Inc.  
Karen serves as in-house counsel, with particular  

emphasis on monitoring and interpreting state  
and federal employee benefits law.

Tax and Healthcare Updates

(Continued on page 4)

loss of rents, and reputational risk are significant 
exposures for real estate owners. All of these risks, and 
more, can be efficiently and cost effectively funded into 
a captive. Scrutiny of captive insurance companies has 
been increasing, however. A clear understanding of what 
captive insurance companies are and what the benefits 
they may offer is essential to determining whether they 
would be a good fit for your operations.

Definitions

Briefly, a captive insurance company is a special purpose 
insurance company formed to insure the risks of its owner 
and affiliated companies. The ownership may range from 
corporations to sole proprietors and partnerships, etc. 
There are several formation types but most companies in 
the middle market focus on three options: 

■■■■n Pure/Single Parent Captives
■■■■n Group Captives
■■■■n Micro-Captives 

Which structure is best for your company will depend 
greatly on your insurance needs, ability to retain risk, 
and size. For most middle market companies, group 
captives and micro captives are generally the most 
likely arrangements. That said, larger, more diverse 
organizations with multiple subsidiary companies may 
qualify for consideration as pure or single parent captives. 

A pure captive is wholly owned subsidiary of the parent 
company. It will primarily insure the risks of the parent 
company and all subsidiary companies but can offer 
coverage to unaffiliated third parties as well. These 
structures offer the greatest level of flexibility with 
regard to coverage and program design. But, they 
also typically require a minimum number of subsidiary 
companies, with each contributing roughly equivalent 
risk elements, in terms of size and scale. Premium size 
is only limited by the actuarially predictable losses for 
the coverages being underwritten.

Group captives are typically owned by multiple member 
companies and insure the risks of those owners. 
Coverage can’t be extended to any other third parties. 
In these structures, each owner is responsible for 
their own claims and expenses as well as some risks 
shared among the other members. Group captives are 
generally established to write very specific risks such 
as workers compensation, general liability and auto 
liability. However, some also offer auto physical damage 
and property coverage. These are excellent options 
for smaller companies that are not able to establish a 
captive on their own or need to participate in a risk pool 

(Continued from page 2)
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or shared arrangement with unrelated entities in order 
to qualify for captive status. As in pure captives, the 
premium size is only limited by the actuarially predictable 
losses for the coverages being underwritten.

Micro-captives or 831 (b) captives are actually considered 
to be single parent captives that operate as property/
casualty insurance companies and are established to 
provide coverage to their parent companies. In that 
regard, they are similar to a pure captive. However, 
these structures are typically developed for smaller, 
middle market companies that are unable to meet the 
diversification requirements of a pure captive. Micro- 
captives can be developed to write standard or traditional 
coverage like workers compensation, general liability, 
product liability, auto liability and professional liability. 
But, many captive managers have developed more of 
an “enterprise risk” management approach and will 
offer a wide array of coverage options beyond traditional 
insurance products. These structures are therefore very 
flexible with regard to program design, eligibility, lines of 
coverage and operating structures. 

As of Jan. 1, 2017, a company can now write up to 
$2.2 million in premium to its owned micro-captive. 
Micro-captives offer tremendous financial advantages 
to qualified owners. For example, captive underwriting 
profits and surplus accumulation are tax-exempt and 
only the investment income generated from funds held 
as surplus for paying future claims are taxable annually. 
Once an underwriting profit is declared, distributions 
back to the owner are treated as qualifying dividends. 

This flexibility comes with a price, however, in the form 
of additional diversification requirements, ownership 
limitations and disclosure requirements.

Applications

Traditionally, captives have been used to provide 
coverage for risks that can be easily forecast by qualified 
actuaries. Risks like workers’ compensation, auto liability 
and general liability are included in this category. They’ve 
also been used to provide funding for risks that can’t be 
insured in the commercial marketplace, are too costly 
to insure commercially or where adequate coverage 
(terms, conditions, pricing) is unavailable. So, risks such 
as professional and product liability and catastrophic 
exposures like earthquake, flood and windstorm are 
frequently ceded into captive formations. 

As mentioned in the micro-captive discussion, enterprise 
risks can also be insured in a captive vehicle. There 
are roughly 63 or 64 lines of coverage that have been 
vetted by captive sponsors and tested by the IRS 

and U.S. Tax Court. Not all of them will apply to all 
companies, but many of them are somewhat universally 
applicable to some degree or another. Exposures such 
as administrative actions, computer system failure, 
deductible reimbursement, reputational risk, gaps in 
coverage from commercial policies, loss of intellectual 
property, judicial delay, uncovered legal expense, 
regulatory changes, supply chain risks, product recall, 
mergers/acquisition risk and workplace violence, 
to name a few, can form the basis of a formalized, 
well-funded risk management plan that protects the 
company’s balance sheet while creating additional 
benefits for the owners.  

Advantages and Disadvantages

Captives can absolutely assist with a certain amount of 
“leveling” of market-based pricing, thereby assisting with 
cash flow and budgeting. They also are often used to fund 
for deductibles, thereby minimizing unplanned balance 
sheet impact. But, perhaps more importantly, when used 
as a foundation to the client’s overall risk management 
plan, they help sharpen organizational focus on core risk 
management principles, thereby leading to an opportunity 
to reduce frictional insurance costs and return dollars 
back to the organization from reduced loss experience.

(Continued from page 3)

(Continued on page 5)
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On the flip side, captives are highly regulated by the 
states (or countries) where they are domiciled. Captive 
owners incur additional audit expenses, start up and 
management fees, regulatory and licensing fees, legal 
expenses, and surplus funding investments. In addition, 
831 (b) captives are subject to increasing examination by 
the IRS due to abuses that have occurred over the years. 

As a part of the PATH Act of 2015, the allowable 
premium investment in a captive was expanded from 
$1.2 million to $2.2 million. Along with this increased 
funding flexibility, however, came an additional disclosure 
requirement. In November 2016, the IRS released Notice 
2016-66, which essentially declares 831 (b) captives 
as “transactions of interest.” While simultaneously 
acknowledging that captives that take the 831 (b) 
election may be created for “legitimate risk management 
purposes,” the IRS now requires all 831 (b) owners, all 
insured entities, as well as all material advisors, to self-
disclose involvement in these transactions. So, an 831 
(b) captive owner will now be required to submit Form 
8886, Reportable Transaction Disclosure Statement. For 
this reason, ensuring there is appropriate risk distribution 
and proper pricing of the insurance premiums must all be 
done with great care. 

Conclusion

The true benefit to owning your own insurance 
company lies in the ability to take a long-term, 
strategic view of risk, including a plan for active 
management and proper funding for the unexpected. 
As a management tool, captives provide the 
advantages of tailored coverage, tax benefits 
(deductibility of premiums, deferred taxation of 
premium income) and the opportunity to capture 
underwriting profit as capital to be deployed in 
other areas of your business. Commercial real 
estate companies should evaluate their risks and 
determine whether a captive insurance company may 
make sense for their risk management strategy. For 
information about the benefits of captive insurance, 
please contact us.

Tony Consoli is President of the CBIZ 
Insurance Services Mid-Atlantic Region. 
Should you have questions or require 
additional information regarding 
captives or other risk strategies, 
feel free to contact Tony directly at 
877.251.5345 or aconsoli@cbiz.com. 

(Continued from page 4)

Are You Overpaying Your Property Tax?
BY RICH HERMES

 Property tax is a significant factor for commercial 
real estate development, yet it is often only thought 
about when the tax bill arrives. At that point, you 

take a look at the amount due and the due dates, then 
insert them into your company’s financial function or A/P 
process for payment. 

What is wrong with this picture?

First, the obvious – in most cases, it is too late to do 
anything about your taxes once the bill arrives. Action 
must be taken when the assessment notice is received 
earlier in the year. 

Just as critical, treating property tax as a fixed cost 
misses the opportunity to evaluate and potentially 
manage the factors that contribute to—and potentially 
reduce—this significant cost. This is true even if the 
assessment has not changed appreciably since the last 
reappraisal. Most jurisdictions “mass appraise” because 
of the volume of parcels, but this has the chance of over 
valuing your property. 

Careful attention to the dates and 
details provided in the property 
tax assessment notices is crucial 
in determining whether it warrants 
an appeal. At the core of your review 
should be an understanding of the 
factors that can affect value and the 
unique environment in which you operate. 

Valuation Methods

There are three valuation techniques used in appraising 
commercial real estate: cost approach, income approach 
and sales approach. Should you decide to appeal the 
assessment, it will be important to know which appraisal 
methodology was used on your property.

Cost - The cost approach estimates the value of the 
land as if vacant and then adds the cost of construction 
less depreciation to arrive at a total estimate of value 
for land and building. While cost is not always a good 
indicator of market value, taxing jurisdictions use the 

(Continued on page 6)
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Real Property Assessment Manual for computing cost, 
which provides a uniform approach. Depreciation is 
more subjective. 

Income - The income approach determines value by 
analyzing (estimating) annual rent and typical expenses 
and applying a market capitalization rate. In many 
locales, taxpayers must supply income and expense 
data. Although it may be easier to capture rental income, 
the commercial property owner should take great care 
in identifying every expense related to operating the 
property.

Sales - The sales approach uses a database of market 
transactions for comparable properties. This is a 
common approach in larger jurisdictions.

Factors Can Impact Value 

Many factors can affect the value of a property. Some 
are specific to the condition of the property itself and 
surrounding neighborhood—age, deferred maintenance, 
environmental issues, ingress/egress issues, vacancies 
and declining rents to name a few. Others can reflect 
the economy. Commercial real estate entities should 
consider their unique economic conditions before 
undertaking a review of their property tax assessment.

Retail
Online commerce has been particularly rough for the 
traditional retail model of malls and strip centers. 
Business failures and foreclosures are contributing to a 
glut of property and an abundance of vacant buildings, 
which will cause a decrease in property valuations. 
Retail chains as well as strip center owners may want 
to take advantage of the price drop for their locations, 
particularly for sites located in retail areas that have 
been particularly hard hit by industry trends.

Office Space
When businesses are expanding, they’re looking for 
modern buildings, which is creating a lot of vacancies 
in older office parks and complexes. Assessed property 
values for these older buildings are likely not taking into 
consideration the vacancies, which may be understated 
in the property tax assessor’s estimates. If you have 
older office space locations, you should reconsider 
appealing your property tax assessment, especially if 
your building has vacancies within it. 

Multifamily
Owners of multifamily properties have been hit with 
property tax increases over the past few years and, 
unfortunately, that trend appears to be here to stay. 
The market for purchasing multifamily units is booming, 

(Continued from page 4) which means vacancies are at an all-time low. There 
may not be much wiggle room in renegotiating your local 
assessment, but you should consider having it evaluated 
anyway. There may be small considerations that were not 
accounted for in the property tax assessment that could 
have a significant impact on what you owe. 

How and When to Appeal (Reduce) Assessments  
and Tax Burden

Entities can be proactive about their property tax 
evaluation and analyze what they owe before the receipt 
of an assessment. Being proactive can ensure you have 
the time you need to perform the analysis. If your review 
is triggered by receipt of the assessment, you may have to 
ramp up and develop your case within a short time span. 

There are specific filing deadlines that vary from jurisdic-
tion to jurisdiction. In some jurisdictions, deadlines are 
as soon as 15 days from the receipt of your assessment. 
You will need to act swiftly.

Bottom Line

A proactive approach to managing your property tax 
burden can return significant dollars to your bottom line. 
The best time to analyze your property taxes is before 
you receive your assessment so you have adequate time 
for analysis. Once you have your assessment from the 
taxing jurisdiction, the clock starts ticking. You have a 
legal right to appeal your assessment, but the deadline 
for filing an appeal may be tight. Filing deadlines vary 
by jurisdiction and may be as soon as 15 days from the 
receipt of your assessment. Additionally, for an appeal to 
be successful, you must be well prepared to make your 
case efficiently and succinctly, as your hearing will likely 
be about 30 minutes at most. 

Every state has its own property tax laws and individual 
jurisdictions are tasked with implementing processes to 
comply with those laws. Managing property assessments 
in multiple states or multiple jurisdictions within a state 
can be particularly challenging, with differing deadlines 
and requirements for an appeal. If you do not have the 
in-house capacity, there are many options for outsourced 
expertise. In these instances, seeking the assistance 
of a property tax advisor may be the most financially 
responsible and strategically productive course of action. 

Rich Hermes is a tax professional 
in the CBIZ MHM St. Louis office. 
For information on property tax 
assessment, appeals and related 
issues, feel free to contact Rich at 
rhermes@cbiz.com (314.692.5841) or 
your local CBIZ MHM professional.
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A STAFF INTERVIEW WITH DAMIAN CARACCIOLO

 Imagine . . . your company’s network has been hacked. 
Leases, corporate financial data, vender contracts and 
employee applications are all an open book. Employee 

and tenant personally identifiable information (PII) is now 
in someone else’s hands. A few years ago, this would 
have been someone else’s worry. Today, it’s yours.

While large-scale cyber breaches in the financial, retail 
and healthcare sectors have captured the media’s 
attention, the commercial real estate industry is no 
less vulnerable to these risks and is “rich with valuable 
information that bad actors want.” (See NMHC/NAA 
White Paper – Multifamily and Cybersecurity: The Threat 
Landscape and Best Practices.) 

In the wake of the Equifax hack, we asked Damian 
Caracciolo, Vice President, CBIZ Risk Services, to share 
his professional insights with you in this Q&A with our 
editorial staff.  

Q:  The recent news of the massive data breach at the 
credit reporting agency Equifax, which exposed the 
sensitive personal information of at least 143 million 
Americans, is yet another reminder that cybersecurity 

threats are real and pose significant risks. Is virtually 
every industry at risk?

A:  The majority of cyber-attacks are motivated by 
financial gain, which increases the exposure of all 
companies and organizations holding data that cyber 
criminals can sell. So basically the answer is yes 
because:

■■■■n Every company has something of value, something 
to target.
■■■■n More than 70 percent of breaches occur due to 
preventable vulnerabilities.
■■■■n The top four patterns of security incidents involve 
human error or misuse, accounting for 31 percent 
of all data loss.

Q:  We understand that commercial real estate has 
several sectors, one of which is “multifamily” housing, 
which the NMHC and NAA whitepaper speaks to. Are 
all sectors as “rich with valuable information”?

A:  Yes, the lease and tenant information maintained 
by the “habitational” sector certainly is a prime 
target, but virtually all commercial real estate has 

Cyber Risk – Another “Real” 
in Commercial Real Estate

(Continued on page 8)
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a rich trove of confidential employee, third-party 
and corporate information, rental applications and 
agreements, leases, tax records, federal ID numbers, 
and Social Security numbers.

Q:  We’ve seen many ways to quantify the cost of a 
breach. Obviously, not every business has the same 
size exposure. What should be considered as a 
potential cost of breach?

A:  Industry figures vary; on average, direct costs run 
between $158 and $355 per compromised record. 
Potential breach costs include investigative costs, 
breach disclosure costs, legal and regulatory fees, 
identity theft monitoring, and customer or shareholder 
lawsuits. When you add those up, the cost can be 
astronomical in dollars and debilitating in terms of 
brand image and reputation. You can very quickly get 
up into the millions.

Q:  Are there specific factors that that a company can tick 
through to get a feel for their level of risk exposure? 

A:  Your risk consultant will help you develop your full risk 
profile, but here are some of the most common issues 
to consider. 

■■■■n Do you gather, maintain, disseminate or store 
private information? 
■■■■n Do you have a high degree of dependency on 
electronic processes or computer networks? 
■■■■n Do you engage vendors, independent contractors 
or additional service providers? 
■■■■n Are you required to comply with PCI Security 
Standards/Plastic Card Security statutes? 
■■■■n Are you concerned about intentional acts by rogue 
employees? 
■■■■n Do you have a record retention policy in place and 
do you follow it?

Q:  Can you describe some best practices for reducing 
risk in layman’s terms?

A:  Absolutely, because we are way past cyber risk being 
primarily an IT issue. (See Cyber Risk – No Longer 
Simply an “IT” Issue.) You may require the aid of a risk 
consultant to put together a unified plan, but these 
points are certainly understandable by any lay person.

■■■■n Fully document your risk exposure; then regularly 
reassess vulnerability to cyber-attack.
■■■■n Put processes and procedures in place to manage 
data retention and data destruction.
■■■■n Track and monitor compliance on a regular and 
ongoing basis. 

■■■■n Fully assess the physical security controls at each 
of your sites (e.g., IT data center, home office, field 
offices, temporary and remote sites).
■■■■n Educate your staff on the cyber risks associated 
with their job functions.
■■■■n Protect your company via contracts with third-party 
vendors/suppliers. (This is very important yet often 
missed.)

Q:  Verizon reported that 78 percent of breaches are “low 
difficulty” – what exactly does that mean?

A:  Verizon’s report supports what industry experts 
have been warning in recent years, namely that 
sophisticated cybercrime hits the headlines, but 
“average” businesses regularly fall victim to relatively 
unsophisticated criminal efforts. Lately, we have 
seen a rise in using social engineering to trick people 
into breaking normal security procedures (phishing/
cyber fraud). Further, hackers may be able to easily 
defeat defenses when basic computer security 
hygiene is not followed. Because it does not take 
a sophisticated hacker to breach system protocols 
weakened by human error or misuse, it is important for 
management to be involved in data security. It can’t 
all be left to IT to ensure that best practices become 
enmeshed in company culture.

Q:  You have mentioned “third-party risk” – what 
specifically are we talking about there?

A:  Third parties are vendors to whom you outsource 
certain business functions; payroll and credit card 
processing are two common examples. They often 
have access to sensitive data or systems. A survey 
by the Ponemon Institute found that more than 41 
percent of surveyed companies sustained a data 
breach caused by a third party. You are ultimately 
responsible for ensuring compliance. We recommend 
drafting a contract clearly stipulating that the 
responsible party retains liability for incidents where 
they are culpable. Insurance solutions exist if the 
vendor will not take responsibility, but in most cases a 
merchant must front the direct and indirect expenses, 
including the possible loss of business.

Q:  You have talked about establishing a risk profile by 
detecting internal and external vulnerabilities and 
identifying what is at risk. And you have touched on 
protecting systems, assets and data with structure, 
internal controls and monitoring. What role does 
insurance play? 

A:  Even with well-documented and tested procedures 
and a team of highly trained users, a company may 
fall victim to cybercrime. Most traditional commercial 
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general liability (CGL) policies will not cover business 
interruption losses due to a cyber event. Financial, 
legal and reputational damage 
can be limited by the coverage of 
a cyber liability insurance policy. 

Cyber liability insurance is complex 
and continues to evolve in the 
marketplace. Understanding what 
cyber risks are most relevant to the 
company is absolutely essential to 
the process of securing the best 
coverage possible. The insurance 
must address two critical risks: first, 
the liability risk to your business 
if sensitive client or employee 
information is compromised and 
second, the substantial cost 
of notifying clients that their 
information has been compromised, which includes 
credit monitoring, fines, legal fees and forensics.

Cyber liability coverage helps protect your business from 
the following events:

■■■■n Data breaches, including costs for customer 
notification, some legal costs and credit monitoring 
for those affected.
■■■■n Damages to third-party systems, if, for example, 
an infected email from your servers crashes the 
system of a customer or vendor.
■■■■n Data or code loss due to a natural disaster 
or malicious activity. Physical destruction of 
equipment is covered under a different policy.
■■■■n Cyber extortion, including ransomware, which is 
malicious code installed into a computer on your 
network that prevents you from accessing it until a 
ransom is paid. 

Q:  Can you provide an actual case to illustrate how cyber 
liability insurance responded to a real estate company 
breach?

A:  A real estate company discovered malicious software 
had been uploaded to its servers by an unidentified 
third party, which resulted in corrupted files. Files 
containing personal information, including credit card 
information, had been accessed. Subsequent to the 
data breach, fraudulent charges were made on various 

credit cards in multiple countries. Lawyers advised the 
company to notify all affected individuals. As a result of 
the fraudulent credit card transactions, the company 

offered affected individuals credit 
monitoring services. These expenses 
were covered under the Customer 
Support and Reputational Expenses 
section of the insurance policy. 

The company also wanted to 
manage reputational repercussions 
due to the breach and employed a 
public relations expert. The fees for 
the public relations consultant were 
covered under Crisis Management 
Costs. The breach resulted in 
IT forensic investigation fees of 
approximately $250,000. Other 
expenses covered by the insurance 
policy included the cost of identifying 
and notifying affected individuals 

and setting up and staffing a call center to respond 
to inquiries. Additionally, $150,000 was paid in legal 
fees to determine reporting requirements and respond 
to regulatory authorities. Approximately $29,000 was 
spent on data restoration costs and remediation of IT 
vulnerabilities, and business income loss of $250,000 
was paid. Total expenses covered  $675,000.

Q:  Could you give a short summary of our discussion 
today?

A:  No business is immune from cyber risk, and the 
responsibility for managing the risk of a cyber event 
cannot be assigned solely to your IT department. 
Cyber risk must be both managed with internal 
systems and mitigated by risk transfer (insurance). It 
is now a best practice at the management level. Being 
unprotected and unprepared for potential cyber events 
is no longer an option; all stakeholders expect it and 
depend on it being in place.

DISCLAIMER: This publication is distributed with the understanding that CBIZ is not rendering legal, accounting or other professional 
advice. This information is general in nature and may be affected by changes in law or in the interpretation of such laws. The reader 
is advised to contact a professional prior to taking any action based upon this information. CBIZ assumes no liability whatsoever in 
connection with the use of this information and assumes no obligation to inform the reader of any changes in laws or other factors 
that could affect the information contained herein. 
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Damian Caracciolo is Vice President 
of CBIZ Insurance Services Executive 
Protection Practice and Cyber 
Protection Lead. He can be reached at 
(443) 472-8096 or dcaracciolo@cbiz.
com. You may want to check out some 
real-life examples that further illustrate 
the points discussed in this interview.  
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