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Management & Performance

BY CHRIS ROACH

C ybersecurity is not a new topic, but the number of incidents is 
increasing year over year. According to the Identity Theft Resource 
Center, the number of U.S. data breaches hit a record high in 2017 

with a total of 1,579 breaches, demonstrating a 44.7% increase over 2016. 
By the beginning of December 2018, the number of breaches had reached 
1,138 with an estimated 561,782,485 records exposed. Clearly, the need to 
evolve existing cybersecurity strategies is more crucial than ever. Examining 
the shortcomings that resulted in high-profile cyber incidents can teach us 
several cybersecurity lessons.

Panera Bread

The Attack: Brian Krebs broke a story that Panera Bread leaked millions 
of customer records. The journalist received the tip from Dylan Houlihan, a 
security researcher who had discovered that Panera’s website was releasing 
plaintext customer data, including names, emails and digits of payment 
cards. Houlihan attempted to report the vulnerability directly to Panera’s 
information security team in August 2017; his report was dismissed by the 
company as a scam. The story broke eight months after Panera received the 
initial tip, which led to Panera taking their site offline to patch the issue. It’s 
estimated that 37 million customer records were compromised.
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Lesson Learned: Most recognize the importance 
of having a cybersecurity strategy. Panera has an 
entire department designated to it. This incident 
highlights that even with information security controls 
in place, you are still at risk if they fail to work properly. 
Regularly reviewing those controls, including testing 
your software development lifecycle, can improve your 
team’s security awareness and reduce the risk that 
your web applications are live with potentially critical 
vulnerabilities. Third parties take testing a step further 
as they can uncover shortcomings not obvious to your 
development or security team. They can also create 
specific remediation plans to address any gaps. At a 
minimum, plan to conduct tests on internal and external 
facing applications to account for hacker sophistication 
and technology development. 

Delta Airlines

The Attack: Delta Airlines outsources components 
of customer service to [24]7.ai, an online chat services 
platform. [24]7.ai alerted Delta that they had experienced 
a data breach, forcing Delta to notify thousands of 
customers that their information had been exposed. They 
revealed that customer payment information may have 
been accessed but assured customers that personal 
information such as passport, government ID or SkyMiles 
information was not impacted. Retailers Best Buy and 
Sears Holding Corporation later announced that their 
customers may also have been affected by this breach.

Lesson Learned: Your cybersecurity strategy is 
only as strong as the third-party vendors on which you 
rely. The breach occurred on [24]7.ai’s end, but it’s the 
responsibility of companies using their services to ensure 
that [24]7.ai’s security controls meet their standards. 
Do your vendors’ security protocols meet or exceed your 
standards? Depending on your customers and types of 
data you collect, consider working with vendors who have 
had SOC 2, Type 2 performed by a licensed CPA firm, are 
ISO 27001 certified, are PCI DSS and HIPAA compliant, or 
are HITRUST Certified. You can delegate duties to outside 
vendors, but you can’t delegate the responsibility of 
securing your customers’ information.

Facebook

The Attack: In late 2015, hundreds of thousands 
of Facebook users were paid to take a personality test 
through an integrated app called “thisisyourdigitallife.” 
Built by Aleksandr Kogan, a Cambridge University 
academic, the app was claimed to be for psychology 
research. The tests collected information from opted-
in users such as the city they lived in and the content 
they interacted with. It went further and harvested this 
information from friends of the opted-in users with low 
privacy settings who had never opted in themselves. The 
data was shared with Cambridge Analytica, a firm that 
performed analysis services for political campaigns and 
organizations. They analyzed the data to identify voter 

personalities and influence behavior. This use breached 
Facebook’s platform policies, and once alerted Facebook 
admitted to users that their information may have been 
compromised. Facebook was scrutinized, however, 
because it took limited steps to secure the data and 
ensure that the leaked information was destroyed. It is 
estimated that 87 million Facebook users were affected. 

Lesson Learned: When customers release their 
sensitive information to you, they trust that you have the 
procedures in place to protect them. While Facebook 
had platform policies, they were ultimately violated by 
a partner application. This highlights the importance 
of having incident response and crisis communication 
plans in place. Your strategy should account for the 
reality that something might happen and include 
steps to maintain operations when it does. Important 
components include identifying key individuals, steps 
to respond and recover from the incident, and internal 
and external communications protocols. Employees 
need to know how this affects their work environment, 
and customers will want to know how this affects their 
information. Take into consideration any required breach 
notification procedures.

Consider covering yourself further with a cyber liability 
insurance policy. These policies address two critical 
risks: first, the liability risk to you if sensitive information 
is compromised and second, the substantial cost of 
notifying customers, credit monitoring, fines, legal fees 
and forensics. Your policy should work as an extension of 
an incident response plan and not replace it. 

      
CHRIS ROACH 
CBIZ Risk & Advisory Services
croach@cbiz.com • 713.871.1118

https://www.linkedin.com/in/christopher-roach-9b2b151/
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Marketing & Sales

BY HOLLY HENDERSON

A brand is what distinguishes something from its 
rivals. Typically, when we think about it, a company 
or product pops into our head. Amazon has a 

brand. Starbucks pumpkin spice lattes have a brand. 
Turns out, you do too.

You possess life experiences, natural abilities and 
learned skill sets that make you who you are. Your personal 
brand brings these together in a unique way to differentiate 
you from everybody else. Building a strong personal brand 
opens doors to new business and personal opportunities. 
Think about Apple. Steve Jobs had a personal brand that 
extended far beyond tech expert – he was diverse, creative 
and innovative. Quite literally, Steve encouraged others to 
“think differently.” As a direct result of this powerful personal 
brand, he was able to take a failing computer company and 
transform it into the technology powerhouse we know today.

To start building your own personal brand, you first need 
to understand your value. Here’s a hint – it’s more robust 
than your LinkedIn headline. What do you excel at in your 
profession? What do you like to do outside of the office? 
What unique events have you experienced and how did they 
shape you? Who are your role models? Pinpoint what you 
bring to the table and what motivates you to excel. 

Once you understand your value, articulate it. You know 
why you’re special. It’s time for you to communicate that in a 
way that’s easy for other people to understand. Identify your 
accomplishments. Why were these endeavors successful? 
Were you recognized for any of them? Answering these 
questions can help you draft a succinct value proposition.

Your value proposition only works if people see it. 
Think about how you can expand it to fit different media 
and audiences. This can take the form of a LinkedIn profile, 
bio on a website or an elevator pitch at a networking event. 
Successful personal branding happens when people know 
who you are, what you do and why you do it.

Once you’re confident in your brand, establish credibility 
in your areas of expertise. Create strategic content like blog 
posts, podcasts or status updates and share them in places 
your target audience will see it. Of course you should share 
these on your company and personal websites and social 
media, but you should also reach out to fellow thought 
leaders to share the content with them directly. Third-party 
placement accelerates brand recognition and helps build 
trust in your brand.

Leading by example, encourage employees at all levels 
of your organization to develop personal brands. There are 
several benefits:

1. Employees with well-established personal brands 
have credibility. They tend to be well respected in their 
industries and communities, and this perception will 
extend back to the organization they work for. People 
buy from those they trust.

2. People want to work for organizations that support their 
development. Employers that provide resources to help 
their employees grow professionally tend to experience 
happier, more productive workforces.

3. When your employees understand their personal 
brand, unique skill sets are brought to the surface. 
These characteristics can expand the capabilities of 
their existing teams or encourage collaboration among 
multiple departments working toward common goals.

Incentivizing employees to develop personal brands 
doesn’t require a lot of time or expense. Training on social 
media best practices, defining annual goal-setting policies 
or incorporating an employee recognition program are all 
great places to start.

A personal brand is so much more than posting a 
couple of tweets and signing up for a networking event. 
When the posts are archived and the events are over, what 
will people remember about you? 

Building a 
Personal 
Brand

HOLLY HENDERSON  
CBIZ Risk & Advisory Services 
hhenderson@cbiz.com • 216.525.1924

https://www.linkedin.com/in/hollyfhenderson/
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BY BILL SMITH

Reducing what you owe in taxes is not unlike the 
process of trimming your waist line. Both require 
a plan that is practical and tailored to meet your 

specific situation. Both also take time and some planning  
to get to the results you want. 

There are a lot of ways to lower your income tax bill 
before year end, and spacing strategies out throughout 
the year, such as contributions to retirement plans or to 
charitable causes, can help you maximize the benefits 
available. Getting an early start to tax strategies is also 
important because of some of the individual tax provisions 
introduced in the 2017 tax reform law, commonly referred 
to as the Tax Cuts and Jobs Act (TCJA). The tax reform law 
added new considerations and some additional complexity 
to traditional tax strategies. It also added an expiration 
date; most of the provisions specifically targeting 
individuals are currently set to end on Dec. 31, 2025. 
Because of the finite life, there are additional incentives 
for individuals to reap the benefits while they last.

The following tips can help you be prepared for that 
year-end bill. 

Review Your Portfolio

Keep an eye on your investment portfolio throughout 
the year. Individuals may want to defer interest income 
by shifting investments to short-term bonds that will not 
mature until the next year. 

If you find that you are recognizing gains from your 
investments, look for loss positions that can offset them 
and vice versa. When “harvesting” losses, don’t forget 
the wash sale rules, which deny the loss if a substantially 
similar security is purchased 30 days before or after the 
loss. Also, watch out if you’re invested in mutual funds; 
they often make large capital gain dividends at year 
end. You may want to transfer mutual funds to children 
in lower tax rates before the December dividend record 
date. Your investment advisor can also help you create a 
suitable harvesting strategy.

Maximize Retirement Plan Contributions

Making contributions to a qualified retirement 
plan, like a 401(k) or SEP, not only sets aside money 
in a tax-deferred vehicle but also reduces your current 
year’s taxes. For individuals less concerned with 
the latter benefit, Roth contributions are particularly 

4          Tips to Seize Tax Opportunities 
 in the New Year

(Continued on page 8)
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JAY MESCHKE  
CBIZ Talent & Compensation Solutions
jmeschke@cbiz.com • 816.945.5401

Human Resources

BY JAY MESCHKE

Wow, the employment market is hot, and today’s 
environment baffles even the most progressive 
talent management professionals as to how to 

retain star talent.

All of us must live by the mantra “take care of your 
own.” It is much cheaper to retain your existing talent pool 
than to enter into the competitive employment market 
to find replacements. An inverted compensation curve 
awaits, and it is not pretty.

As baby boomers and Gen Xers retire, the dwindling 
pool of talent poses a more daunting challenge than we 
all imagined. We knew it was coming, so we forewarned 
management, prepared succession planning reports 
and formulated strategies, but that may not have been 
enough. So what can we do? Here are five tips for 
retaining your star talent.

1. Pay your existing people at, or even above, market 
value. Obviously, this assumes that you know  
what the market pay rates are in your industry  
or your geographical area. If not, find out, and  
do it yesterday.

2. Ensure your benefits schedule is competitive 
and structured to retain existing personnel. Add 
supplemental benefits such as long-term care 
insurance for aging parents, deferred compensation 
programs for high-potential employees and equity 
opportunities, if available.

3. Focus intently upon training and development. 
Millennials value these types of programs immensely 
and, frankly, so do non-millennials. Sales training, 
skills training and executive coaching are a few to 
consider employing.

4. Communicate with your team and organization. 
Evolve into a transparent organization that shares 
financial information, strategy and future opportunity 
with all employees. Involve everyone.

5. Do not forget the little things. Recognize birthdays, 
corporate anniversaries and individual achievements 
of all employees. Simple thank yous and pats on the 
back may be more impactful than you know.

All of this sounds remarkably different, if not a 
180-degree shift, from a decade ago. It is. While you are 
focusing on your current employees, your organization 
should spend its next strategic planning session thinking 
about the top of the funnel – the next generation of your 
employee populace.

At the end the day, old-school thinking is a dinosaur.  
If it hasn’t already caught up to you, it will. Do not take your 
current situation for granted. Companies and organizations 
that embrace change and truly “get it” are the ones that 
will succeed and thrive. Where do you stand? 

Top 5 Tips to Retain Star Talent

https://www.linkedin.com/in/jaymeschke
https://twitter.com/jay_meschke


DISCLAIMER: This publication is distributed with the understanding that CBIZ is not rendering legal, accounting or other professional 
advice. This information is general in nature and may be affected by changes in law or in the interpretation of such laws. The reader 
is advised to contact a professional prior to taking any action based upon this information. CBIZ assumes no liability whatsoever in 
connection with the use of this information and assumes no obligation to inform the reader of any changes in laws or other factors that 
could affect the information contained herein.

Employee Benefits

CBIZ, INC. BIZGROWTH STRATEGIES – WINTER 2019 | 7

BY JENNIFER KENNEDY ONTKO

If you are a sponsor of a 403(b) Plan, you probably 
already know that you have to restate your plan 
document before March 31, 2020. What you might 

not know is that your recordkeeper has already been 
working hard to get a plan document approved by the 
IRS to help you meet this requirement.

Why You 
Shouldn’t Sign 
Your 403(b) Plan 
Document (Yet)

In fact, your recordkeeper may take the initiative 
to map your current provisions into a slightly different, 
updated version of a plan document and then send it to 
you for signature. It may be really tempting to just sign it 
and send it back. But before doing that, there are some 
things you will want to consider:

1. As the plan sponsor, you are responsible for the 
plan document. If a plan provision did not map over 
exactly from the old document, you are responsible 
for knowing that.

2. This is a good opportunity to review the provisions 
of your plan. You need to read the new document to 
familiarize yourself again with plan provisions and 
confirm it includes all amendments added to your 
plan since the original document was created.

3. Once you understand what the document states,  
you can confirm that your administrative processes 
match with the plan document. It is called an 
operational failure if you are not operating the plan 
in accordance with your plan document, and it could 
require a correction.

4. With 403(b) regulations falling more in line with 
401(k) plans, we expect to see more proactive 
audits and compliance letters from the IRS after the 
restatement period.

Carefully considering these factors before signing 
your document can help ensure that when the update 
is prepared, it is consistent with your organization’s 
objectives. Now is the time to make any updates to the 
plan to ensure that your organizational processes and 
procedures are appropriately reflected in the document. 

Be sure to partner with a qualified retirement plan 
services provider to assist with the restatement process 
by reviewing the new document package, confirming the 
mapping of historic plan provisions and consulting on 
plan design best practices. 

CBIZ Retirement Plan Services is a trade name under which certain subsidiaries of CBIZ, Inc. (NYSE Listed: CBZ) market investment 
advisory, investment management, third party administration, actuarial and other retirement plan services. Investments, investment 
advisory and investment management services offered through CBIZ Financial Solutions, Inc., Member FINRA, SIPC and SEC 
Registered Investment Adviser, dba CBIZ Retirement Plan Advisory Services. Investment advisory and investment management 
services may also be offered through CBIZ Investment Advisory Services, LLC, SEC Registered Investment Adviser. Third party 
administration, actuarial and other consulting services offered through CBIZ Benefits & Insurance Services, Inc.

JENNIFER KENNEDY ONTKO 
CBIZ Retirement Plan Services
jkennedy@cbiz.com • 216.520.6639

https://www.linkedin.com/in/jennifer-kennedy-ontko-7855935/
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Your Team.

Tax & Accounting (Continued from page 5)

prudent while tax rates are lower. For 2019, 401(k) 
plan elective deferrals are limited to $19,000 and 
catch-up contributions limited to $6,000. SEP annual 
compensation limits in 2019 are set to $280,000. The 
2019 IRA deductible contribution limit is set to $6,000, 
and the catch-up contribution limit is $1,000. 

Plan for the Standard Deduction with Decreased 
Capacity to Itemized Deductions

Residents in high-tax states like New York or California 
may end up with the standard deduction, which the TCJA 
increased to $12,000 ($24,000 for married filing jointly). 
While accelerating or bunching deductions in order to 
“itemize” remains a potential strategy, the TCJA capped 
income and property tax deductions at $10,000, eliminated 
many other itemized deductions like investment expenses, 
and placed new limitations on mortgage interest deductions. 

For those with itemized deductions, bunching medical 
deductions to exceed the floor (which was 7.5% in 2018 
and is 10% in 2019) is still a strong tax reduction strategy. 
The TCJA also enhanced the deduction for charitable 
contributions, increasing it from 50 to 60% of AGI. Making 
charitable donations, especially of appreciated stock, can 
help lower your 2019 tax bill.
Enlist a Tax Provider

The TCJA altered the course for a lot of traditional tax 
planning strategies. Working throughout the year with a 
qualified tax provider can help you circumvent any potential 
roadblocks and maximize available benefits. 

BILL SMITH   
CBIZ National Tax Office 
bill.smith@cbiz.com • 301.233.9485

https://www.linkedin.com/in/billsmithcbizmhm/
https://twitter.com/BillSmithTax1

