
Most companies have the best intentions 
with implementation plans for an Enterprise 
Risk Management (ERM) program.  And with 
those good intentions, many find that after 

the initial discussions and kick-off meetings, that without 
strong discipline and a support group or coach, the project 
loses steam and never quite reaches its potential. The 
odds of success, to see tangible evidence of results, 
are greatly increased with the knowledgeable support 
of a professional team, similar to an individual working 
with a personal trainer to achieve their desired results. 
Many organizations find that enlisting the help of and 
experienced professional team to help them with the 
design and implementation phase is the most proficient 
and profitable way to mitigate enterprise-wide risk. 

What is ERM, and what are the benefits?

 Enterprise Risk Management is a structured and 
disciplined approach to managing risk. ERM is a 
continuous process across the whole organization 
for identifying, assessing, and reporting on key risk 
exposures that can be either threats or opportunities 
to the achievement of the company’s objectives.  ERM 
essentially transforms the traditional way of managing 
risk with buying insurance and/or hedging functions to an 
approach that focuses on how to make informed decisions 
about uncertainties that affect the organization’s future. 
Utilizing people, information, technology, and processes 
from across the organization, an effective ERM program 
assimilates formerly autonomous risk management roles 
with a common unifying structure. The end result is a 
continual, ongoing process of integrating risk management 
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Achieving Lift-off with ERM – How Your 
Company can get ERM Up and Running

activities across all functional areas and business 
processes.

 Core benefits to an organization running an effective ERM 
program include:

n  Identification and sharing cross-business risks;
n  Greater likelihood of achieving the company 

objectives;
n  Streamlined focus on continually improving business 

processes;
n  Fewer surprises or crises;
n  Quicker response time to a changing business 

environment and
n  More informed risk-taking and decision-making.our business is growing yours

www.cbiz.com
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Survey Results

“ 83% of all organizations responded that they still do not 
have a fully integrated ERM program throughout their 
organization.” (2011 RIMS BENCHMARK SURVEY)

“ When asked to pick a statement which best described 
their organization’s current stage of ERM implementation, 
almost 60% of respondents say their risk tracking is mostly 
informal and ad hoc or only tracked within individual silos 
or categories as opposed to enterprise-wide. Another 12% 
indicated that their organization had no structured process 
for identifying and reporting top risk exposures to the board.” 
(COSO’S 2010 REPORT ON ERM)

“ A dynamic is evolving: A surge in complexity and uncertainty 
surrounding organizations as they search for innovative 
ways to expand into new markets, faceoff against increasing 
competition and pushing the envelope on technology. Yet 
these challenges are building faster than most organizations’ 
abilities to manage with agility, knowledge and a resilient 
risk-aware culture. Stakeholder expectations on an 
organizations’ risk management sophistication continue to 
grow, yet capabilities are not keeping pace.” (KPMG - 2013 
RISK EXECUTIVE SUMMARY REPORT)

“ The top area of increased focus for 2013 is risk 
management effectiveness.”  (2013 PULSE OF THE 
PROFESSION – 2013 CHIEF AUDIT EXECUTIVE SURVEY RESULTS)

 These survey results indicate that ERM is on the 
radar of most companies, but that most organizations 
still have a distance to go before their ERM programs 
are fully optimized and generate strategic enterprise 
value by providing increased certainty for achieving the 
organization’s strategic and operational objectives.

Today’s Challenge - More with Less

 Companies often cannot get beyond the theory and 
concepts of ERM to an understanding of how to implement 
it tactically. Finding the time and internal resources in 
today’s fast-paced business environment presents other 
obstacles to implementation. Employees are asked to 
wear multiple hats. ERM is like any other significant project 
implementation; it requires commitment from the Board 
and Senior Management, and it requires the right focus, 
resources, and attention for a successful launch. 

Our Point of View on ERM

 ERM is a journey, not a destination, and working with 
experienced professionals in guiding organizations through 
all the intricacies of an effective ERM program.  Every 
organization is different in complexity and make-up between 

people, data, technology, methodologies and processes. 
With ERM, there is no cookie-cutter approach or “one size 
fits all” application. There are several moving, interrelated 
pieces within the ERM process. (See diagram adapted from 
ISO 31000 – Overview of Risk Management process)

It is essential to provide a unique blend of knowledge and 
skill set resources when outsourcing or co-sourcing the 
ERM process. The transfer of knowledge in understanding 
manageable segments of enterprise risk is the foundation 
for a successful analysis which leads to effective 
implementation. We believe that the tenets of effective 
ERM implementation are to:

n  Set realistic goals;
n  Leverage existing resources;
n  Integrate with the Company’s existing risk 

management activities, and
n  Provide ongoing communication

 The goal is to keep ERM simple, but continually moving 
forward. 

Top Areas of Guidance:

 Depending on where your organization is on the ERM 
journey, there are incremental steps along the way to 
launching ERM and keeping the organization along the path 
of achieving its objectives. Laying the foundation for success 



THE R ISK ADVISOR

is critical. Our approach for establishing and nurturing the 
foundation and process for risk management includes the 
following areas:

n  Help Creating the ERM Vision and Risk Appetite 
Statement;

n  Creating a Common Risk Language for the  
Organization;

n  Conducting the Risk Assessment;
n  Developing the Catalog of Risks (Risk Universe);
n  Establishing Strategies and Action Plans Around 

these Risks;
n  Developing the Risk Reporting (Dashboard);
n  Continuously Improving the ERM Capabilities

t ain’t your grandma’s Buick anymore.” Yes, a lot has 
changed in the business world over the past 20 years: 
technology, globalization of business, organizational

relationships (outsourcing, joint ventures, etc.) to name a 
few. Alas, the Committee of Sponsoring Organizations 
of the Treadway Commission (COSO) has 
recognized these vast changes to the 
business environment and has issued  
the COSO 2013 Internal Controls 
Framework, an updated version from 
the 1992 model.

Why is this important?

 COSO is a leading framework for 
designing, implementing, and conducting 
internal control and assessing the 
effectiveness of internal control. The 
COSO Internal Control framework is also 
the only framework that meets the criteria 
for the SEC’s acceptable framework for 
Sarbanes-Oxley. When COSO released 
the 2013 framework, it also considered the original framework 
superseded as of December 15, 2014. Thus, public companies 
that have internal control assessment responsibilities pursuant 
to Section 404 of SOX will need to be in compliance with the 
guidance and requirements of the COSO 2013 framework.

Back to the Basics

    To understand what companies need to do to be in 
compliance with the new framework, we need to revisit the 

 Whether it is piece-meal or soup-to-nuts, coordination within 
your organization and an experienced partner, with substantial 
value-add, can assist and guide you along the ERM journey. 

Summary

 Mismanaging risk can be very costly. Avoiding all risk 
is not an option. With Boards of Directors and Senior 
Management challenged with effectively managing risks to 
achieve the organization’s objectives, a solid ERM program 
is needed to navigate the uncertainties and opportunities 
on the horizon. If a more robust ERM program is on your 
business resolution list this year, utilizing an experienced 
professional partner will help your organization stay on 
course to achieving those desired results.

original framework. The core, or in this case the COSO cube, 
remains intact. The Framework Objectives (Operations, 
Reporting, & Compliance), the Framework Components (Control 
Environment, Risk Assessment, Control Activities, Information 
and Communication, Monitoring Activities) and the different 
levels of the organization (Entity Level, Division, Operating 
Unit, Function) all still exist, and the criteria used to assess 
the effectiveness of an internal control system are quite 
similar. Bottom line: All five components must be present 
and functioning and operating together when concluding 

that internal control over a particular 
objective is effective.

Key Changes to the  
New Framework

While the end goal remains the 
same, the 2013 framework added 
several enhancements that were 
designed to help companies address 
the evolution of the business 
environment along with their 

associated risks and to expand internal 
controls beyond just financial controls. 

n  17 Principles are now explicitly (versus 
implicitly) noted in the new framework, 
and all 17 principles have to be present 
and functioning, and the five components 
operating together in an integrated manner 
for an effective system of internal control.

  Note: “Points of Focus” become important 
considerations when assessing the 
presence and functioning of a principle.

Getting Current with the 
COSO 2013 Framework

(continued on page 4)
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Let the CBIZ Risk & Advisory Services help keep you compliant, mitigate overall enterprise risk and enhance your 
company’s internal controls. For more information please contact us at: 1-866-956-1983 or RASInfo@cbiz.com.
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n  The reporting category of objectives has been 
expanded to include additional types of reporting 
such as external non-financial reporting, internal 
financial reporting, and internal non-financial 
reporting.

n  A separate principle has been established to consider 
risks related to fraud.

n  A separate principle has also been established to 
consider risk specifically on technology as part of an 
organization’s control activities.

n  Management is responsible for controls over 
outsourced, third-party activities.

n  There is an increased emphasis on individual 
competence and accountability from the Board of 
Directors through Senior Management.

Transitioning to the New Framework

At CBIZ, we believe there is not a one size fits all approach 
to adapting and transitioning into the new framework.  A lot 
of factors come into play such as the size and complexity 
of the business as well as how well the company has kept 
up-to-date with controls documentation. To this extent, we 
recommend the following transition to the new framework:

 1. Gain Alignment, Develop Awareness & Expertise

n  This process doesn’t happen in a tunnel. It’s important 
to have subject matter experts in the company who un-
derstand the new framework and how it relates to your 
business. The team must understand the concept of 
internal control, the requirements of effective internal 
control and what would constitute a deficiency versus a 
major deficiency when evaluating the system.

 2. Conduct an Impact Assessment

n  This is where the rubber meets the road. The principles 
should be mapped to the organization’s existing controls 
documentation, not directly to the five components. Next, 
the team must evaluate whether there are any gaps or de-
ficiencies in the controls or documentation by determining 
if all of the elements of the 17 principles were addressed. 
Remember, for management to conclude that its system 
of internal control is effective, all relevant principals 
must be present and functioning and all five components 
must operate together in an integrated manner. 

3. Define Gaps and Remediate

n  As gaps are identified, the team must address by 
identifying additional controls or enhancements to 
existing controls. All internal control documentation 
should be updated throughout this process. 

Conclusion

With an updated facelift, the COSO 2013 Internal Controls 
framework should serve companies well into the future. The 
transition to COSO 2013, however, will require documentation 
and work on behalf of companies to get current. CBIZ Risk & 
Advisory Services has the experience and knowledge to help 
your company become compliant and realize the benefits 
of an effective system of internal controls and help drive 
organizational performance.  Best-in-class companies will 
take this opportunity to re-visit internal control throughout the 
company, weave the importance of internal control through 
business processes and procedures, and ultimately drive 
process improvement and improve the company’s ability to 
achieve its operational, reporting, and compliance objectives.


